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Internet of Things

1. Summary

Internet of Things is a network of devices, physical objects or “things” embedded with
sensors, software and electronics and connectivity to enable it to achieve higher value and service
by integrating data with manufacturer, operator and other connected devices.

According to Gartner Inc. there will be nearly 26 billion devices on the Internet of Things
by 2020. Devices ranging from Smart Thermostat to Connected cars are available. Cisco estimates
that in the next 10 years, Internet of Things will generate a revenue of $19 Trillion, of which $14
Trillion will be generated from private sector and $5 Trillion will be generated from Government
sector.

The Internet of Things
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Src: http://www.datasciencecentral.com/profiles/blogs/what-is-the-internet-of-everything-ioe

Companies like Cisco, Intel, IBM, Google, Microsoft etc. are betting big on Internet of
Things, and are working with developers to bring innovations. Companies are creating Operating
systems, chips and APIs in order to enable for the devices to communicate.

According to a new report from MarketResearch.com, the healthcare Internet of Things
market segment is poised to hit $117 billion by 2020. Internet of Things is going to revolutionize
healthcare industry of terms of operational efficiency, Patient care and Innovation.
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2. loT vs IoE

The Internet of Things and Internet of Everything are used interchangeably widely. However,
Cisco views loT and IoE as different.

The Internet of Things, is simply the connectivity - the infrastructure that is setup for the devices,
which are interconnected, to communicate and operate.
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Src: http://blog.golgi.io/internet-of-things-making-sense-of-standards

In contrast, The Internet of Everything involves additional components. Data, smart applications
and application enablement are the three additional components.
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In simple terms, Internet of Things just connects the objects, but Internet of Everything with the
help of a network correlates people, process, data and things making them “intelligent”.

3. Abstract

Internet of Things is network of devices, physical objects and “things” embedded with sensors,
devices and connectivity to enable it to achieve higher value and service by integrating data with
manufacturer, operator and connected devices.

The term “Internet of Things” was first documented by Kevin Ashton in 1999. According to Cisco
Internet Business Solutions Group (IBSG), the Internet of Things was born in between 2008 and
2009 at simply the point in time when more “things or objects” were connected to the Internet
than people. Below is the google report showing interest of Internet of Things on internet.

Interest over time [] News headiines

<y

Src: http://www.google.com/trends/explore?hl=en-US#q=internet+of+things

Since Internet, the way people communicate, live or work has changed. With the advancement of
technology, the devices are becoming smarter. The smarter devices and the infrastructure of the network
that is available will be a huge benefit for the transformation of human lives. The Internet of Things enable
devices to communicate and provide a mechanism in which things have been the same before. For e.g. A
person driving by a grocery store will be alerted to buy groceries by the refrigerator at home. Internet of
Things brings high value to the new or existing devices with the integration of data from devices across the
network.
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Internet of Things is used widely across many industries Home, Retail, Healthcare, Automotive,
Technology, Transportation, Manufacturing etc. At homes, loT has changed the way thermostats operate.
E.g. Smart thermostat such as nest has brought down heating bills by 30% by analyzing the settings of the
home user. 10T is going to revolutionize the way cities operate today. E.g. Smart City enables citizens to get
live updates of traffic, parking lots available, weather etc. In healthcare, 10T could alert hospital systems

about assistance for elderly or disabled people living independent. IoT could be used in surveillance of
conditions of patients in hospitals and in homes.
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As known, devices contain sensors and these devices are connected to a network for communication.

1. Sensors & sensor technology: The sensors on devices are responsible for gathering information
about location, weather, traffic, engine maintenance data etc.

2. loT Gateways: loT Gateways are the gateways to internet for all the devices that are interacting
with each other. They collect data from sensor nodes and transmit it to the internet infrastructure
with the help of bridging the internal network of sensor nodes with the external world or World
wide Web.

3. Cloud/Server Infrastructure & Big data: The cloud infrastructure stores the data that is collected
from the sensors and processed securely with the help of big data analytics engine. The processed
data is used to perform intelligent actions, making devices “Smart Devices”.

4. End - user mobile apps: The intuitive mobile apps will help end users to control and monitor
devices from remote locations. These apps push the important information on mobile devices and
help to send commands to smart devices.

loT is going to break ground across several industries. To tap the huge benefits that loT has to offer,
businesses would need to implement loT ahead of others. The loT opportunity can be best understood
in terms of vertical markets because the value of 10T is based on individual use cases across all verticals.
IDC noted that realizing the existence of the vertical opportunity helps understanding the impact
thereby understanding the existence of an loT opportunity for IT Vendors and consultants.

IoT opportunities in consulting:

To briefly review how the giants have been preparing for the 1oT:

1. Oracle : Oracle IoT promises integration of every smart thing in world.

2. Cisco: Cisco termed loT in its own way as Internet of Everything.

3. IBM: IBM depicts the concept of Smart Planet by integrating data from natural systems, human
systems, physical objects etc.

4. Accenture: Accenture believes that there is considerable business and technological momentum
behind loT.

5. PwC: At PwC loT is about converting transactions into relationships.

Early Days of Adoption:

For most Organizations, these are early days in the adoption of the IoT solutions.
According to a research conducted by capgemini across 100 leading organizations in North America
and Europe, the basic start point of loT is connected devices that generate alerts and notifications with
the help of sensors. A more advanced solutions allow remote operation using sensors. The mature
solutions allow organizations to provide customers with high-value performance insights with the help
of sensors. The research revealed that less than 30% of the organizations support remote operability
and fewer than 40% of the organizations utilize sensor data to offer performance improvement
insights.

Fig: Levels of Maturity for loT solutions
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The study revealed significant differences across industries. Industrial manufacturing and medical
device companies are clearly ahead of other industries in terms of maturity of their 10T solutions. While
industries like utilities and auto manufacturing offer basic level services, other industries —insurance,
pharmacy, clearly lag behind.

Companies do not Monetize their solutions

GE and General Motors, early adopters of loT solutions, created a revenue stream of
services with the help of loT. General Motors pioneered in the use of telematics to create new revenue
streams. General Motors with its Onstar telematics system, created a $1.5 billion revenues annually.
Similary, GE with its “Predictivity” — a tool to help industrial customers manage the data from their
connected equipment - in the line of 10T generated $290 million of revenues. Except for these two
companies, fewer than 30% of organizations are able to generate revenues from the connected
products. The concerns around monetization are clearly top of mind for organizations.

Integration with Third-Party Services

The value of loT solutions are enhanced when they are integrated with external
services. Currently there are not many solutions that can integrate with third party services. Organizations
can benefit themselves extending to a wide area of services by integrating loT solutions with larger
platforms, enhancing the customer experience.

E.g. Bosch through its telediagnostics system offers remote vehicle diagnosis service to owners. This system
enables information exchange with third — party services such as car workshops and roadside assistance.

Unexplored options

Organizations require access to third party APIs or platforms or capabilities, which are not readily
available for the quick development of IoT solutions. Partnerships, acquisitions and platforms or APIs gives
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the capabilities that organizations need for development of solutions. Capgemini research indicates that
60% of the organizations are relying on partnerships as a viable approach to develop the loT solutions.
Organizations like Honeywell and Medtronic have looked beyond partnerships to develop the loT solutions.
E.g. Honeywell offers APIs that allow developers, product integrators and retailers to create custom
applications to integrate with Honeywell’s Wi-Fi thermostats.

Medtronic, a medical device manufacturer, acquired Cardiocom, a provider of telehealth services, with the
aim of using Cardiocom’s expertise to design telehealth services that work with Medtronic’s wireless patient
monitoring devices.

4. Hardware Platforms for loT

With emerging technology, the price of chips and controllers are declining rapidly allowing developers to
buy inexpensive yet powerful hardware at low prices. There are different manufacturers who build kits and
sensors in small sizes, which consume low power and are suitable for the development of IoT prototypes.

Arduino

Arduino is an open source hardware and software project, with a vast user community,
that designs and manufactures kits for building digital devices which can sense and control.
Arduino boards can be purchased preassembled or as DIY kits. Arduino Uno, Mega and Nano are
the popular boards available.

Raspberry

Raspberry Pi is developed at the University of Cambridge’s Computer Laboratory with
the idea of making computer science available to students at low cost. Raspberry Pi are a series of credit
card size boards which have good computing power. Raspberry Pi is available in different versions as
Raspberry Pi 1, Raspberry Pi 2.

Texas Instruments

Texas Instruments is a semi-conductor manufacturing company based in the U.S. Texas
Instruments is popular for its calculators, micro controllers and mutli-core processors. It supplies chips for
cellular handsets, digital signal processors and analog semiconductors. Tl has developed various MCUs,
which consume low power and various sensors such as temperature, humidity etc.

Freescale

Freescale is a semi-conductor manufacturer, originally a division of Motorola, which is
now spin-off. Freescale’s product portfolio includes microcontrollers (MCUs), microprocessors (MPUs),
digital signal processors, digital signal controllers, sensors, RF power integrated circuits (ICs), power
management ICs, and software development tools to support product design and development. Freescale
products are mainly equipped in vehicle radar and vision systems. FRDM-K64F is one of the top selling
boards in the market.

SeedStudio

Seeed is a hardware innovation platform for makers to grow inspirations into differentiating
products. By working closely with technology providers of all scale, Seeed provides accessible technologies
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with quality, speed and supply chain knowledge. When prototypes are ready to iterate, Seeed helps
productize 1 to 1,000 pcs using in-house engineering, supply chain management and agile manufacture
forces. Seeed also team up with incubators, Chinese tech ecosystem, investors and distribution channels to
portal Maker startups beyond.Seeed’s Grove Systems is one of the top selling devices in the market which
is compatible with many sensors and devices such as Raspberry Pi and Arduino.

5. Software Platforms for loT

loT devices — objects, sensors and things need to be programmed to achieve higher value.
There are many options available for the development of software. Many companies are researching
and developing software platforms that are suitable to the micro processing, embedded chips which
consume low power. Companies like Google, Cisco, Microsoft, IBM etc are in the phase of developing
their own operating systems for loT devices.

TinyOS

TinyOS is an open source operating system developed at the University of California,
Berkeley. The OS is composed of Components, which can use three different elements: Commands,
Events, and Tasks. All three of these are C functions with restrictions limiting when and how they can
be called. These restrictions are enforced through the use of an interface, which then tells the
component what commands and events it can use, and which ones it must use. Interfaces are either
provided or used by the component, which changes whether the commands or events must be used.
The remaining element group (commands or events) is then made optional. TinyOS handles
concurrency through tasks. Tasks are functions that are posted, and then executed sequentially by the
scheduler. Tasks cannot interrupt or preempt other tasks in the single stack, so larger tasks are broken
up into smaller tasks to avoid freezing any other time-sensitive tasks. This interspersing of tasks allows
for concurrency between different tasks.

Contiki

Contiki - Contiki is an open source operating system developed at the Swedish Institute of Computer
Science for use with sensors. A running system consists of a core, whic includes the kernel, program
loader, libraries and drivers, and the loaded programs. The loaded programs have processes, which can
be either services or application programs. Service functionality can be used by multiple processes, but
application programs can only use other processes' funtionality and do not have functionality that
other processes are allowed to use. Each process needs an event handler, and can additionally
implement a poll handler function. The scheduler can only execute a process when another process
signals an event for its event handler, or when the scheduler calls the corresponding poll handler. The
scheduler can call poll handlers between event dispatches, but only processes can signal events. Contiki
can handle both asynchronous and synchronous events. Asynchronous events are enqueued by the
scheduler, and the corresponding event handlers are called sequentially, similarly to how tasks are
posted in TinyOS. However, synchronous events are handled immediately by the scheduler, which calls
the corresponding handler as soon as the event is signaled.
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IDE’s available for developing code on devices

Arduino IDE

Arduino IDE is an open source, electronic prototyping platform based on a flexible and easy to use
language. This software allows you to write, verify, and upload code directly to your Arduino hardware
through a USB cable. Variables in this software can include LEDs, sensors, buttons, etc and because it
uses AVR C/C++, writing functions and understanding the language is seamless.

Raspberry Pi 2

Much like Arduino IDE, the software platform for Raspberry Pi 2 is very easy to use. Because the
software is built into the hardware, there is no need for a computer to program on. Simply connecting
a monitor through HDMI, and a keyboard through USB to the device will allow you to program directly
on the Pi. The Raspberry Pi Foundation recommends Python as a beginning language however, Scratch,
C, C++, Java, and Ruby are all acceptable languages to use as well. Functions can be found online for
both platforms and after some experimentation, the ability to learn and understand programming
languages has been made much easier.

Brillo (Google’s IoT Software Platform)

Brillo is said to be the the “underlying operating system for the internet of things.” The platform is
derived from Android but is on a lower layer; this means that it only has the core essentials so that it
can run on devices with a minimal footprint. Brillo can support Wi-Fi, Bluetooth Low Energy, and other
Android things. They also announced “Weave,” a cross platform common language that will let Brillo
devices, phones, and the internet all talk to one another. This is scheduled to release in Q3 of this year.

Bluemix and Cloud Foundry (IBM IoT Software Platform)

An implementation of IBM’s One Cloud Architecture, Bluemix, which is based on Cloud Foundry,
allow you to tap into a growing ecosystem of runtime, frameworks and services. It provides a
dashboard where you can create, view, and manage your applications and services as well as monitor
your app’s resource usage. Some of the most common used runtimes include: Node.js, PHP, Python,
Ruby, Go. Announced as a public beta in February 2014, it is now available to the public as of June
2014.

Ignite (Microsoft 0T Software Platform)

“Millions of devices are out there collecting data, and getting those devices to talk to each other
in meaningful and profitable ways continues to be a big part of Microsoft’s plans as the software giant
fights for true in the Internet of Things space. In the past, apps would have to be written for all different
devices however, Microsoft plans to have one app that goes across all devices. Also, pre-existing,
sensor-enables devices already in the field will be easier to reconfigure with the new Windows 10
software.

ARTIK (Samsung loT Software Platform)

Samsung says ARTIK is an open platform comprised of hardware modules, software, and cloud
services for connecting objects via WiFi, Bluetooth, and ZigBee. The “software stack” that ARTIK is built
on eliminates the need to write low-level drivers for different devices connected on the cloud.
Samsung’s ARTIK modules are Arduino-certified, which means they can be programmed using the
Arduino IDE. Also, they come with "a cryptographic hardware security mechanism,” Secure Element,
designed to prevent access from an unauthorized account.
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6. 10T Security

Security is a big risk and concern to the stakeholders and users. With the issues of data theft and
other cybercrimes, including identities and financial transactions were at risk, security evolved to its
current shape. There is so much progress in making devices and solutions but loT security hasn’t been
traditionally considered in product design. These products were often sold with old and unpatched
embedded operating systems and software. In addition, the users often ignore to change the default
passwords risking basic security.

The number of devices are growing year by year, to such an extent that more than 90% of
households in the U.S. will have a connected device. The growing number of devices push the privacy
and data security to the maximum risk. There has been incidents of hacking Connected cars, connected
homes and surveillance cameras etc. It's high time, now, to think of loT security. Related to the IoT’s
privacy issues are issues that have to do with security. These fall into two categories — how secure is
data on the loT and how secure is the 10T itself as a whole?

Data Security

Each device in 10T is a potential access point for malicious intrusions. If a hacker can’t
break into your utility’s customer database, he can hack into your own personal meter and access your
data or access main customer database that way. These individual smart devices don’t necessary have
same level of security as big systems do, which is the reason they are easy targets.

System Security

The more things we connect via the loT, the more things that malicious individuals or
groups can try to damage or control. It may sound nice to have virtually every device in the world
connected via the loT, but it makes for a very scary situation security-wise. The solution is to have more
and better security, as always.

7. Conclusion

The loT promises to deliver a big change in human’s quality of life and enterprises’ productivity. By
leveraging the widely distributed network and intelligent smart devices, loT has the potential to enhance
fundamental services in transportation, health, security, utilities and education. It also offers a new
ecosystem for developing new applications. 10T is estimated to generate Trillions of dollars in revenues in
both public and private sectors. With the growing number of devices, the security of loT is going to be a
huge challenge and potential for every individual and enterprises to safeguard the loT and protect us from
the malicious users.
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